IT Security Quiz for staff

Question 1

You receive an email from someone you’ve never heard of, with an attachment, and you suspect it could be fraudulent. Do you:

A. Open both email and attachment to see what they contain and respond to the questions.

B. Delete it immediately.

C. Forward both email and attachment to all your friends for a laugh.


Question 2 

A good password is:

A. A word that’s 6-15 characters long with some of the letters replaced with numbers, like c4t or d0g.

B. The name of your mother, or birthday, or your postcode.

C. So long and complicated nobody could ever guess it – and you can never remember it.


Question 3 

You should always keep your password safe by:

A. Memorising it and not telling it to anyone else or writing it down anywhere.

B. Keeping a note of it somewhere safe like in your purse or wallet.

C. Writing it on the back of your hand.


Question 4

If the LHB sent you an email asking for your password or other confidential information you would:

A. Reply promptly providing all the requested information.

B. Reply asking why the LHB has lost such important information.

C. Know that the email was not genuine – and forward the message for investigation as a potential Phishing attack, before deleting it without replying.


Question 5

In Internet terms a Trojan is:

A. An unexpected but most welcome message.

B. An innocent looking email or website that conceals malicious code.

C. Your favourite reggae record label from the 60s and 70s.


Question 6

Checking a site certificate can tell you:

A. How much you could save by shopping online.

B. Whether the site is on the world wide web.

C. Who operates the site, and if their security status is up to date.


Question 7

Which of the following is an example of a strong password?

A. Password

B. J*p2le04>F

C. Your real name, user name, or company name

Question 8

How often should you perform a backup?

A. Daily

B. Every other day

C. Weekly

D. Monthly

Question 9

What does a spyware program do?

A. It performs tasks on your computer without your consent and control.

B. It lets you secretly read other people's e-mail.

C. It blocks advertisements from popping up while you surf the Web.

Question 10

You can get spyware if you:

A. Download programs without carefully reading all disclosures, including the license agreement and privacy statement.

B. Download music, movies, and software from unknown Web sites or other computers.

C. Visit a Web site.

D. All of the above

Question 11

The way I operate my computer affects other people.

A. False: Nothing I do on my computer matters to anyone 

B. True: My computer may disrupt services, spread viruses, or be used to perform a computer crime.

Question 12

My logon to Synergy gives me access to all information and areas of the system.

A. True

B. False

Question 13

Unauthorized entry into a computer system may be grounds for invoking the disciplinary procedure

A. True

B. False

Question 14

I may take confidential material home overnight, and work on it at home, as long as I am certain to keep it under my personal control at all times. 

A. True

B. False

Question 15

The law protecting personal data against unauthorised access and alteration is the 

A. Data Protection Act,

B. Computer Misuse Act

C. Software copyright, 

D. Privacy Law, 

Question 16

Unlicensed software sold illegally is sometimes called 

A. Pirated software 

B. Shareware

C. Borrowed software

D. Freeware

Question 17

Anti-virus software should be used regularly to check 

A. Floppy disks and hard drives 

B. Files downloaded from the Internet, emails 

C. Any new floppy disk inserted into a computer 

D. Email attachments, all disks and rewritable CDs
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