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PCT Guidance

The Path to Paperless Working

This document seeks to provide a simple, yet comprehensive, framework within which GP practices can move from paper-based records to electronic patient records.  

It also includes a definitive checklist and guidance to enable a GP practice to go paperless and to ensure that the practice continues to operate within the stringent guidelines laid down by the GMC.

It is important that the practice and primary care organisation staff should be fully aware of the procedures and management arrangements that should be in place to ensure that the dependence on these electronic records is safe and justified. These guidelines are intended to support and encourage practices as they move towards becoming paperless.
This paper contains a number of appendices, including:

Appendix 1 – Good Practice Guidelines  

A brief summary of the guidelines expressly detailed in the Good Practice guidelines for General Practice Electronic Patient Record (Version 3.1) document.

Appendix 2 – Accreditation of paperless practices

A flow chart explaining how a practice should apply for accreditation and the criteria governing approval.

Appendix 3 – Application Letter 

A copy of the proposed application letter for practices applying to the PCT to become paperless.    

Appendix 4 – Checklist for Practices  
A comprehensive checklist for GP practices and the PCT to enable practices to determine their readiness to become paperless.
Appendix 1

Good Practice Guidelines
The following sections provide a brief summary of the guidelines expressly detailed in the Good Practice Guidelines for General Practice EPR (Version 3.1) document.  A full copy of this document can be obtained from www.dh.gov.uk. Adobe Acrobat reader is required to access and download the file, which is in excess of 70 pages.

It is essential that this summary section be read in conjunction with the full copy of the above document to ensure total understanding and compliance in all areas.

1.0
Information Governance

“Information Governance” provides a framework for handling personal information in a confidential and secure manner to appropriate ethical and quality standards in a modern health service.  Clinicians need to be aware of these complexities and should ensure that they are adequately informed of their responsibilities in this sphere: -

· Practices must have a mechanism for giving patients access to their records on request.

· Practices should consider giving patients access to their records routinely at some point in the process of care to validate the records.

· Practices should only share patient information with the consent of the patient, or where a legal obligation to share arises.

· Practices should ensure they do not send unencrypted patient-identifiable information over any external electronic network including NHS net or N3.

· Practices should have working policies that will address the following issues of security and access control of their systems.

The DOH Information Governance toolkit provides a framework for information governance compliance, and practices can use the online function of the toolkit to score their compliance with the requirements.  The toolkit also provides a valuable information resource and sample policies/procedures.   

1.1
Risk Management

Practices should undertake a formal risk assessment that considers local risk factors and dependencies to inform a practice security policy.

1.2
Accessibility

Practices need to ensure that they have an adequate number of workstations at each point within the organisation.

1.3
Capacity and Storage

The system must have adequate data storage capacity to meet likely current and medium term future needs for storing their Electronic Patient Records and supporting applications securely.

1.4
Physical Security

The system must be sited in a safe and secure location.  Backups must be performed regularly and stored securely (e.g. fire-proof safe).  You should take physical security measures to prevent loss or failure of the system due to:

· Theft

· Fire, flood and other natural disasters

· Mechanical, electrical or magnetic damage

· Power failure

· Exposure to environmental factors outside the manufacturers’ specification

· Deliberate tampering

· Computer viruses

· Staff problems (e.g. illness of system manager)
1.5
Access Control

Practices must ensure that access to clinical information is controlled so that only those authorised to do so can have access to some or all parts of the clinical system.  All authorised users must:

· Have a unique identifier and password

· Keep their password secure

· Keep their smartcards secure

· Change passwords at regular intervals

· Log out of workstations when leaving your workplace

· Not share passwords or user identifiers

· Not share smartcards
1.6
Security Policy
The practice should develop and implement a security policy in collaboration with their PCT and system supplier.

1.7
Disposal

Practices and PCTs should ensure they properly manage computers and storage media that are no longer required to ensure that no such hardware contains any personally identifiable patient information before disposal.

1.8
IT Recovery Arrangements
Practices should prepare a detailed IT recovery plan before they are able to move to paperless practice.  To be effective the elements of such arrangements should include the following:

· Backup of the system to a suitable medium at regular intervals with a frequency of no less than once per day

· A system of cycling multiple media such that a single failed backup cannot render the plan ineffective

· Secure storage of backup media to protect against accidental damage (e.g. flood or fire) or theft

· A system to ensure that at least one recent backup is retained off-site to provide additional resilience against accidental destruction or theft.

· A system to ensure that any warnings or messages produced by the backup system are noted and acted upon

· Regular replacement of backup media in accordance with the manufacturer’s instructions

· Periodic submission of a specimen backup to an external verification service (where available) to ensure that backups obtained can be used to restore a functioning system.
2.0
Migration Towards Paperless Practice

This section details the path to paperless practice.  Apart from the matters raised in other chapters of the guidelines (and particularly that on Information Governance), the practice should have a coherent view as to how it will ensure the completeness, accuracy and relevance of its data capture processes.  The following should be considered in particular:

· The primary purpose of recording information is to support patient care

· All clinicians should participate in data recording

· All clinicians should enter their own data directly in to the clinical system

· What data is not recorded at all (or not consistently) on computer by some or all clinicians?

· What data comes from other PHCT members, such as community and practice nurses and how should it be captured?

· How to capture data from locums, registrars and home visits?

· How is data gathered when new patients register with the practice?

· How will protocols of care and/or diagnostic criteria (where available) be used and made acceptable to the practice as a whole?

· Who will design, develop and implement templates or protocols?  (Where available)

· How will data obtained from elsewhere (such as hospital discharge letters) be managed?

· What will the practice manage when the IT system goes down?

· How will data quality be monitored?

· Is EDI for pathology, radiology, etc. available from local hospitals and how will the practice manage the implementation?

In addition, practices should consider:

· Training for general practitioners and other practice staff involved in data capture. This will normally be available from a Data Quality Facilitator or GP system supplier.

· Identifying someone to lead on preparing the practice for participation in IT implementation and development.

· Undertaking a baseline assessment that will enable the practice to understand what changes need to be made to improve the quality or data recorded and what changes need to be made to data recording procedures.

· Reviewing and changing procedures to ensure completeness and consistency of data capture.  A practice needs to look at data quality improvement within the overall context of improving the use of the computer system to support patient care. This may imply major changes in the way that data are recorded and there may be specific problems or issues that need to be resolved, such as differences in the terminology or definitions used by individuals within the practice.
Practices should develop systems for:

· Retrospective data recording

· Prospective data recording (recording all consultations)

· Recording Read codes

· Direct data entry

· Indirect data entry

· Non-routine data capture

· Use of templates and protocols

· Linking data items (e.g. treatment, medication, referral)

· Contacts outside the surgery and interventions carried out elsewhere

· Referrals, clinical letters and investigations
Managing clinical data requires that practices consider how best they can develop expertise in the following areas.  We recommend that practices consider developing and supporting the post of IT lead clinician who can take responsibility for developing particular knowledge in this field.

· Diagnosis refinement and amendment

· Read code use

· Coding morbidities, symptoms and signs, lifestyle and risk factors
3.0
Data Transfer

This section refers to the transfer of structured data to and from primary care clinical systems.

When migrating to a new software system, practices should ensure that at least one responsible member has a thorough understanding of:

· Any consequence of coding migration – particularly for medication codes or migration of any old local codes.

· Any consequences for the management of the routine business of the practice such as call-recall schemes/internal practice audit reports

· Any consequences from a change in record architectures particularly those relating to meaning qualification, problem orientation or record navigation.

Practices should ensure that all users of a new software system receive adequate training in advance of and following the formal migration.

Practices should formally review all prescribing decisions after software system migration and not assume that all such information will have been carried forward reliably.

Practices should remember that audit trails are not transferable between different clinical systems.  Therefore they may wish to create and maintain a verified backup of the clinical data from their old system as well as regular back-ups from their new system.
When engaging in electronic business with other NHS sectors, practices should be satisfied that appropriate mechanisms are in place to maintain the privacy of any patient-identifiable data concerned and that there is some form of accreditation or conformance testing of the technical mechanisms to be used that is designed to preserve the integrity of the data being exchanged.

Responsible clinical users of systems should review incoming electronic data not just for its impact on patient care, but also to ensure as far as possible that it is not corrupted in some obvious way and to reject it if it appears so.

Practices should think carefully about the consequences of deletion of incoming clinical data from the record.  In addition, practices that use externally accessed record information for patient care should take steps to ensure that this information will be available to any practice subsequently involved in the care of that patient.

Following data transfer of any sort, medication information should never be included in an active prescribing record without review by a responsible clinician.

As and when practices begin to be able to benefit from the electronic transfer of GP records, they should bear in mind the guidance given in Appendix 2 of these guidelines.

4.0
Electronic Documents

This section considers the issues around document storage and disposal in relation to electronic patient records.

GPs must not destroy or delete electronic patient records until such time as these records are transferable in their entirety (including the audit trail) between clinical systems.

Practices should have protocols agreed and implemented that cater for the summarising and shredding of paper documents.

Attached electronic documents and images should always be linked to an appropriately coded entry indicating the content of the attachment.

It should also be possible to extract electronic attachments and send them to any practice subsequently responsible for that patient’s care.

If and when practices make decisions on the technical format of electronic attachments to the patient record, they should have in mind the guidance in Table 6.4.1 of the national guidelines.

When practices embark on a process of scanning external documents into their patient records, they should do so in a way that preserves workflow safety and reliability.

When practices decide to shred paper copies of scanned documents, they should do so only after following the guidance in Table 6.5.3. of the national guidelines.

5.0
Education and Training

This section is about the education and training needs that flow from the introduction and implementation of paperless records in general practice.

The following is a suggested high-level checklist of learning needs for the members of practices using electronic patient record systems to support their business.

How to use the technology

· Keyboard skills

· Using office programmes

· Using the clinical system

· Conforming with local practice

· How to get help if the system fails
Data, information and meaning

· How to use coded and free text entry appropriately

· Understanding how context affects the interpretation of data

· How to apply that understanding when receiving or sending messages

· Awareness of the purposes to which a particular entry may be put

· Understanding the issues of information governance

· Understanding the importance of consistency and accuracy in data entry

· Conforming with local practice
Integrating electronic and interpersonal communication of information

· Awareness of how computer use affects the consultation

· How to use communication skills to relate to the patient whiles using the computer

· How to facilitate shared reading from the computer screen

· How to incorporate outside knowledge (from the computer) into the consultation such as learning, teaching, facilitating.

· How to share information and decision-making.
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Appendix 3
Application Letter

Proposed standard letter for practices to use when applying to become paperless

To:



From:

(Practice Name and Address to be inserted)

Date:

(Date to be inserted)

Re:

Electronic Patient Medical Records in Primary Care

I / we the undersigned, wish to apply for consent to keep our NHS patient medical records in electronic format.

Furthermore, I / we confirm that:

1. The practice computer system is fit for purpose

2. The computer system security measures and audit functions are enabled.

3. The practice will not seek to disable the security and audit functions.

4. All the GPs in the practice are aware of and undertake to have regard to the Good Practices Guideline for General Practice Electronic Patient Records v3.    

5. The practice has IT recovery arrangements verified by their supplier.

6. The practice has in place a security policy that complies with current good practice.

Practice computer system name and version

…………………………………………………………………………………………

Practice registered name and number under the Data Protection Act

…………………………………………………………………………………………

I / we agree that a full patient record will continue to be forwarded when requested to the Registration Department at Ashton, Leigh and Wigan PCT with the existing Lloyd George envelope and that the record will contain all relevant paper records including a printout of the entire computer record and including word-processed or scanned documents.

I / we am / are aware that compliance with these conditions can reasonably be audited by the PCT.

I / we agree to abide by the requirements of Para 73 of the NHS Regulations 2004 (GMS contracts) or Para 70 of the NHS Regulations 2004 (PMS agreements).

PLEASE NOTE THAT ALL GMS PRINCIPAL(S) OR PMS PRINCIPAL DOCTORS AT THE PRACTICE MUST SIGN THIS APPLICATION LETTER.

Name of GP …………………………………..  Signature ………………………… 

Name of GP ……………………………………Signature …………………………   

Name of GP ……………………………………Signature …………………………  

Name of GP ……………………………………Signature …………………………  

Name of GP ……………………………………Signature …………………………  

Name of GP ……………………………………Signature …………………………  

Name of GP ……………………………………Signature …………………………  

Name of GP ……………………………………Signature …………………………  

Name of GP ……………………………………Signature ………………………… 

Name of GP ……………………………………Signature …………………………

Name of GP ……………………………………Signature ………………………… 

Name of GP ……………………………………Signature …………………………     
Please return the application letter and completed checklist to:
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Check List for Practices
	 
	 
	Current
	Details of
	 

	 
	 
	position
	work required to
	Date when this

	 
	Section Heading
	(Yes / No
	complete module
	 item will be

	 
	 
	or n/a)
	 
	achieved ***

	 
	Passwords and smart cards
	 
	 
	 

	1
	All computer users have their own user name and password
	 
	 
	 

	2
	Passwords are kept secret by the individual and are never given to others
	 
	 
	 

	3
	Passwords are changed at regular intervals
	 
	 
	 

	4
	No one ever enters data when they are not the person logged on
	 
	 
	 

	5
	Users log out when taking lunch or attending meetings
	 
	 
	 

	6
	All users have smart cards
	 
	 
	 

	7
	All users have received training in smart card use
	 
	 
	 

	 
	Third-party users and mobile computing
	 
	 
	 

	8
	All third party users (I.e. not practice staff) who have access to the 
	 
	 
	 

	 
	computer systems have their own log in 
	 
	 
	 

	9
	Have all third party users signed a confidentiality agreement?
	 
	 
	 

	10
	The practice controls, monitors and audits the use of any mobile computing 
	 
	 
	 

	 
	systems to ensure their correct operation and to prevent unauthorised access 
	 
	 
	 

	11
	Insurance cover is in place for all off-site equipment 
	 
	 
	 

	 
	System security and disaster recovery
	 
	 
	 

	12
	The practice has someone responsible for backing up the computer
	 
	 
	 

	13
	Is a third party responsible for backing up computer information? 
	 
	 
	 

	14
	Is there a fire-proof safe to store backup media?
	 
	 
	 

	15
	The practice hold plans for business continuity 
	 
	 
	 

	16
	The main file server is protected by a UPS 
	 
	 
	 

	17
	The practice has a documented disaster recovery plan 
	 
	 
	 

	18
	The practice has a fully implemented security policy in place 
	 
	 
	 

	19
	All aspects of the system are easily auditable 
	 
	 
	 

	 
	Data management 
	 
	 
	 

	20
	The practice has a policy for the use and maintenance of read codes
	 
	 
	 

	21
	The practice has an agreed policy on record content and management
	 
	 
	 

	22
	The practice has an agreed protocol for the summarising and shredding of
	 
	 
	 

	 
	paper documents 
	 
	 
	 

	23
	The practice is registered under the Data Protection Act
	 
	 
	 

	24
	The practice understand the implications of the Information Governance
	 
	 
	 

	 
	chapter of the Good Practice guidelines
	 
	 
	 

	25
	The practice has procedures for the transfer of patient data
	 
	 
	 

	
	Note:The final six items (Data Management) are mandatory before a data accreditation visit can be arranged.  

	
	Evidence of all the above will be required before or during a data accreditation visit.
	

	Comments:
	 
	 
	 

	 
	
	
	
	 

	 
	
	
	
	 

	 
	
	
	
	 

	 
	
	
	
	 

	 
	
	
	
	 

	 
	
	
	
	 

	 
	 
	 
	 
	 

	
	PCT Use
	
	
	

	
	
	
	
	

	
	Accreditation achieved
	Yes
	No                                        Date
	

	
	
	
	
	

	
	Further evidence required
	Yes
	No                                        Date
	 

	
	
	
	
	

	
	Accreditation visit required
	Yes
	No                                        Date
	

	
	
	
	
	

	
	Delivery plan agreed
	Yes
	No                                        Date
	

	
	
	
	
	


Paper-Light Accreditation


Approval process





Formal written request from practice to PCT.


See attachment 2


ALL partners to sign this application








If application details and evidence do not appear sufficient to grant approval, an accreditation visit should be arranged to address any concerns the PCT may have





PCT to review application


 and evidence





If the PCT are not satisfied following the accreditation visit, the PCT will work with the practice to make any necessary changes to enable it to seek approval at a later date.  This will be undertaken through the Data Quality Facilitator for the practice.





Application not accepted





Application accepted





Approval granted


The practice must inform the PCT of any future changes that could affect the approval





If the PCT are satisfied following the accreditation visit, approval should be granted
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